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TAILOR-MADE IT SECURITY
FOR COMPANIES OF ALL SIZES

Securepoint UTM firewalls secure networks of one-person businesses and medium-sized
companies, government agencies or healthcare facilities.
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Unified Security means ensuring network
security at all levels. Just as in a car, where
headrest, seatbelt, and crumple zone work
together to achieve maximum safety,
individually effective IT security measures
combine to form a robust security infra-
structure.

Take a comprehensive approach to IT
security with Unified Security by
Securepoint.
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Network security
to enjoy
Secure LAN and WLAN networks

with cul_\lex’rGen UTM firewall from
Securepoint.

Straightforward

= Central management from the cloud

» Wizard-supported commissioning

= Free support from Germany

= Intuitive user interfaces

= Extensive training offerings

= Individually customizable license models

Reliable ransomware protection

The UTM firewall is automatically provided
with  security updates in real time by
Securepoint's Cyber Defence Cloud.

Multiple protection

The use of a firewall protects you from liability
claims and allows the secure use of Internet-
based applications.

Only trusted data for your network

Encryption and identification ensure secure
connections both internally and externally.

Excellent performance

Our high-performance, future-proof hardware
and our security software, developed in
Germany, have won multiple awards for their
performance.
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High Speed

= Extremely lean 64-bit architecture
» High-performance hardware

» Realtime security updates

= Automatic bandwidth management
= Fiber optic connections (optional)

» Advance replacement if required

Licensing

One license, once purchased, provides full
protection: your Infinity License. Thanks to
automatic license renewal, the level of
protection is automatically maintained until the
clearly desired end. Llicensees can be
automatically informed of current contract
terms by e-mail via the online portal and can
adjust licenses directly as required.

Various hardware models are available for

purchase, rental, virtual and managed service
to suit your needs. From the small Black Dwarf
to the large RC1O00R, people in large and
small networks are reliably protected against
reliably protected against viruses, Trojans and
spam.
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Secure

= Reliable protection against ransomware

= VPN for secure connections

= No hidden backdoors

= In-house software development in Germany
» Cloud services hosted in Germany

» Data analyses by Securepoint experts
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NETWORK SECURITY MADE FUN

Protection for networks, user groups or individual devices.

Security increases when the risk of attack is reduced. This idea characterizes Securepoint's
"Unified Security" concept, in which complementary measures from Secure DNS to antivirus
provide layer upon layer of greater security in the network. A UTM firewall (UTM = Unified Threat
Management) is always at the heart of secure networks.

Surf and work online safely

The content filler allows you to block
individual websites or categories of content
for certain times and certain users. For
example, you can ensure the protection of
minors or restrict social media use to certain
times.

Safer thanks to Threat Intelligence
Filter

This is where dangerous IP addresses are
blocked and important data packets are
prioritized. In practice, this means that
malware that enters the network is rendered
inoperable, while sufficient bandwidth for
video conferencing is available.

Cloud-based real-time protection

The Cyber Defence Cloud enables all
connected firewalls to be updated and
secured in real time. Using machine learning,
swarm intelligence, and the expertise of our
analytics team, the CDC processes over
300,000 events per second - for true zero
hour protection.

Protection against ransomware and
viruses

Excellent e-mail security keeps your mailboxes
clean: Four independent, high-performance
scan engines constantly check incoming data
for threat potential and prevent dangerous
messages from reaching you in the first place.

Control access for public WLANs and
internal networks

Upto-date  access and  identification
procedures simplify role assignment in your
WLAN. Onetime passwords, the integrated
login mask (captive portal), and reliable
encryption make access for you and your
guests easy and at the same time secure
thanks to the zero-trust concept.

Including DynDNS and SSL certificates
The Securepoint DynDNS service ensures that
your firewall can be reached even if your

IP address changes. The builtin ability to
create LetsEncrypt certificates increases the
level of protection for these connections.

Just in case: Backup

All UTM  firewall  configurations  are
automatically encrypted and stored as a
backup in the Cyber Defence Cloud.

Uberreicht durch Ihren Securepoint-Partner
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